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. Attack vectors and mitigation
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OAuth ana OIDC Security

. OAuth and OIDC is HUGE! Quantifying the Explosion

(final and near-final specs)

* 31 OAuth specs * 9 Wallet specs
13 JOSE & JWT specs * 11 COSE specs
* 13 OpenlD Connect specs * 2 Passwordless Login specs

. Status per February 2025.

e 2 otherrelated IETF specs * 3 Zero-Knowledge Proof specs
used by OpenID Connect

* 5 FAPl specs 101 OAuth & OpenID-related
* 1 MODRNA spec specs!

* 3eKYC-IDA specs

* 4 SecEkEvent specs * And more on the way...
* 4 Shared Signals specs * 12 active OAuth WG specs, etc.

Michael B. Jones, “The Cambrian Explosion of OAuth and OpenlD Specifications”, 2025



OAuth and OIDC Security

- RFC 9700: Best Current Practice for OAuth 2.0 Security

- FAPI 2.0 Security Profile
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grant type=client credentialsé&client i1d=myClienté&client secret=secretValue

"alg": "RS256",
"kid": "5DC654C985D1037A16D82FCA3BO9B8843",
"typ": "client-authenticationt+jwt"

grant type=client credentialsé&
client assertion type=urn:ietf:params:ocauth:
client-assertion-type:jwt-beareré

-i . | ) client assertion=eyJhbGciOiJSUzI[...].
sub": "myClient", eyJzdWIi[...].

"iat": 1741157397,
"Jti": "9fef2cb095b54f4aa29%eed3fefba’7778",
"nbEf": 1741157397,
"exp": 1741157403,
"1ss": "myClient",
"aud": "https://server.luci.no"

} . [Signature]

b78MIzFC[...]
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Bearer Token:
A security token with the property that any party in possession of the

token (a "bearer") can use the token in any way that any other party in possession

RFC 9126 of it can. (...) (RFC 6750)
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Stolen access tokens

Proof of possession tokens

A token that is bound to the client that requested it

- Part of OAuth 1.0

- Removed from OAuth 2.0 -> Simplified

- RFC 6749: The OAuth 2.0 Authorization Framework

- RFC 6750: The OAuth 2.0 Authorization Framework: Bearer Token Usage

- FAPI -> Sender constrained tokens
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